FLEECED:

AVOID GETTING
SCAMMED
BY ALEX J. COYNE

REMEMBER, there is no
prince out there desperate
to give you money...

W

E’VE all received the obvious
e-mail from a scammer: “Hello
Dear, my name is Mrs Davis from
the Prince’s National Bank of
India…” But now that scammers are getting
smarter, do you know enough about wolves
in sheep’s clothing to spot it before you get
fleeced?

Always check potential payments with your
bank.

Online Purchases
How It Works: Always use common sense
when meeting buyers and sellers from
classifieds. In 2012, a Cape Town man was
murdered after
advertising his
Most Popular Scams
BMW online. Online
The Big Win
purchases large or
 SA Fraud Prevention Service (SAFPS)
How It Works: You
small can also turn
deals with protection against identity
receive an e-mail or SMS
into a scam when
theft.
claiming that you have
you are asked to
http://www.safps.org.za/
won a competition that
 Use ScamBuster to report new scams pay ahead – for
you don’t remember
example, a car that
or check if something smells fishy.
entering. From there,
‘has to be sold today’.
http://www.scambuster.co.za/
you are asked to either
Sometimes these
 The Competition Tribunal of
send through personal
can be so elaborate
South Africa regulates any contests,
information like your full
as to include a fake
competitions and lotteries.
name and ID, or asked to
proof of payment or a
http://www.comptrib.co.za/
pay someone to ‘release
payment that seems
 The National Consumer Commission
the funds’.
completely legit, then
(NCC) protects consumers as a whole,
gets reversed.
but also from scams.
Proof Of Payment
http://www.thencc.org.za/
How It Works: There’s
The Invisible House
 Small Claims Court (SCC) handles
a proof of payment in
How It Works: Make
lawsuits amounting to R15 000 and
your inbox, and it looks
sure that you or
under; submit a claim if you’ve been
like it’s from the bank.
someone you know
wronged.
Consumer beware: It
has seen a property
http://www.justice.gov.za/scc/scc.htm
might be what’s known
before you go ahead
as ‘phishing’. Usually, you
and put down a
will be asked to confirm your username and
deposit. The house deposit scam involves
password to a cloned website that can look
being asked to put down a deposit for a
almost exactly like your bank’s homepage.
property (or sometimes a vacation house)
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that just doesn’t exist when you get there.
Counterfeit Products
How It Works: Are you sure that’s an
authentic ’50s Telecaster you’re trying to
buy? Always authenticate items, especially
high-value and often-counterfeited items
like branded wear, guitars and supposed
vintage or antique items with an expert
before putting down cash. As a rule, do
your research before buying anything on- or
offline.
Work From Home
How It Works: Some job offers sound too
good to be true, and are. You are offered
an exceptionally high return and your job is
usually just to recruit others to work from
home too – by guess what? Doing the same.
This, no matter how legit it might be made to
seem, is just a new spin on pyramid schemes.
Catfishing
How It Works: Beware of sudden
declarations of love on social networking
and dating sites. This could be a catfish:
A scammer pretending to be a suitor but
who’s only interested in your cash. It’s
always categorised by demands for money, a
reluctance to meet in person; scammers are
frequently abroad, and often go under the
guise of being soldiers. Their profiles are fake
in that the scammer has stolen a genuine
person’s photos. Use Google Image Search to
reverse search the photos if you are in doubt.
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